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Security in 1G 

Security?	
Nah…		



Security?	No	problem!	
Let	me	do	it!!	

Can	you	
Protect	us?	

Security in 2G 

COMP-128	Security	by	obscurity	

No	mutual	auth	(Rogue	BS)	 No	core	network	security	
.	.	.	.	.	.		



OK,	let’s	be		
serious	now…	

Pro	to	the		
rescue!!	

Security in 3G 

(fairly)	good	ciphers	-	public	scrutiny!		

Multual	authentication	
Core	network	security	

.	.	.	.	.	.		

Encryption	AND	Integrity	

Multiple	keys	



Time	for	a	
Security	

architecture!	

Security in 4G 

Systematic	
approach	



Time	for	a	
Security	

architecture!	

Security in 4G 

Systematic	
approach	

Actually…	this	is	already	the		5G	security	architecture…	to	save	one	slide	(couple	of	differences	over	4G)!	

(I)	Network	
Access	Security	

(II)	Network	
Domain	Security	
(II)	Network	

Domain	Security	

(III)	User	Domain	
Security	

(I)	Network	
Access	Security	

(IV)	Application	
Domain	Security	

(V)	Service-Based	
Architecture	

Domain		Security	

(VI)		Visibility	and	Configuration	of	Security	



Security in 5G – Evolution? 
Many	(not-so)	small/tailored/chirurgic	improvements	

Source:	Nokia	Bell	labs,	P.	Schneider,	2018	

Improved AUTH and home control 
via Proof-of-presence 

L2 message integrity 

SEPP – 
Security 

Edge 
Protection 

Proxy 

Improved Key derivation 
and trust domains 

Separation of security 
(SEAF) and mobility (AMF) 

… etc … 



Security in 5G – Evolution? 
And	a	couple	of	new	pillars!	

… etc … 4G	5G	

Heterogeneous	devices	
different	verticals	

FLEX	
SEC	

4G		
EPS-AKA	

5G		
5G-AKA	
EAP-AKA’	
(EAP-TLS)	

IMSI	
CATCHERS?	

5G:	NO	MORE	IMSI	(SUPI)	
Transmission	in	clear.	Never!	

SUCI	=	Public	key	(ECIES)		
encryption	of	SUPI		

	

details	in	5G	Italy	5G	S&P	book	chapter	

Unified	Flexible		
Authentication	 More	Privacy	



Yes, but… 

4G/3G/2G = downgrade if no better signal 

4G	 4G	

2G	

Attacker circumvents 4/5G protections by 
downgrading you!! 

(see also many other bid-down attacks) 



- Protection	against	rogue	BS		
Ø Ongoing	work	in	Rel.	16	

- New	threat:	IoT	botnets	
Ø Remember	MIRAI,	2016?	
Ø Massive	coordinated	attacks	à	monitoring	&	protection!		

- Virtualization	Vulnerabilities	&	transient	execution	attacks		
Ø New	emerging	threat	–	Spectre	&	Meltdown:	just	the	begin!	
Ø Not	yet	a	convincing	solution	

… still quite a lot of work to do! 

	

Further	technical	details	in	5G	Italy	5G	Security	&	Privacy	book	chapter	



Thank	you!	Q&A?	


