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Security? No problem!
Let me doit!!

Can you
Protect us?

COMP-128 Security by obscurity

No mutual auth (Rogue BS) g core network security
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OK, let’s be
serious Nnow...

Pro to the
rescuel!

(fairly) good ciphers - public scrutiny!

Multual authentication  ENcryption AND Integrity

) Core network security
Multiple keys
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Time for a
Security
architecture!

User ApplicfULI RS Iy ETTY
Security

(V1) Visibility and Configuration of Security

Provider Applica

(V) Service-Based ety
Architecture

(IV) Application
Domain Security

(1) Network

Systematic

4

Access Security

approach 3GPP AN

Non-3GPP AN

Domain Security

Home Stratum/
Serving Stratum

Transport Stratum

(I1) Network
Domain Security

Actually... this is already the 5G security architecture... to save one slide (couple of differences over 4G)!
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Many (not-so) small/tailored/chirurgic improvements

Elements of a 5G Security Architecture

Authentication/authorizatid

Security negotiation, key hierarchy

Enbanced cortral nlare b o

Improved AUTH and home control improved Key deriva ion
via Proof-of-presence ! and trust domains T

o
=S c : _ _ SEPP -
= i Separation of security H™\| security
i i Crypto algorithms (SEAF) and mobility (AMF) Edge

Protection

ident L2 message integrity
Proxy

Se

Breaking LTE on Layer Two

David Rupprecht Katharina Kohls Thorsten Holz Christina Popper
Ruhr-University Bochum  Ruhr-University Bochum  Ruhr-University Bochum ~ New York University Abu Dhabi
david.rupprecht@rub.de katharina.kohls@rub.de thorsten.holz@rub.de christina.poepper @nyu.edu

Source: Nokia Bell labs, P. Schneider, 2018
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Unified Flexible

Authentication And a ouPI

new piIIars! More Privacy

Al *x

IMSI
CATCHERS?

/
Heterogeneous devicesn  FLEX 4
clferent verticals SEC 5G: NO MORE IMSI (SUPI)
4G 5G Transmission in clear. Never!

EPS-AKA 5G-AKA @

EAP-AKA’

(EAP-TLS) SUCI = Public key (ECIES)

encryption of SUPI

details in 5G Italy 5G S&P book chapter
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Impost

E disponibile un aggiornamento

<)

«E

Connessioni
Wi-Fi, Bluetooth, Utilizzo dati,

Suoni e vibrazione
Modalita audio, Suoneria, Vo

Notifiche

Blocca, consenti, assegna pr

Schermo
Luminosita, Filtro Luce blu, Si

Sfondi e temi
Sfondi, Temi, Icone

1 @]

1308 W@ O - 1308 W@ O - % 94% M
< Connessioni < Reti mobili

Wi-Fi Roaming dati

Connettetevi alle reti Wi-Fi Lutilizzo di connessioni dati durante il roaming puo ()

comportare l'addebito di spese aggiuntive

Bluetooth .

Attivato Chiamate VoLTE SIM 1
Utilizza le reti dati 4G per le chiamate quando & (:)
possibile

Visibilita dispositive
Potete consentire ad altri ¢
vostro telefono e trasferire

Modalita rete
4G/3G/2G (connessione automatica)

NFC e pagamento
Potete effettuare pagamer
e leggere o scrivere tag NF

Modalita Offline

Disattivate le funzioni rela
messaggi e la connessio

Attacker circumvents 4/5G protections by

downgrading you!!
(see also many other bid-down attacks)

Utilizzo dati

New Vulnerabilities in
5G Networks

Gestione schede S|

Router Wi-Fi e tethe

Altaf Shaik

Ravishankar Borgaonkar

(SINTEF Digital, Norway)

4G/3G/2G = downgrade

Altre impostazioni «

Blackhat 2019. USA
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- Protection against rogue BS
»0ngoing work in Rel. 16

- New threat: loT botnets
>»Remember MIRAI, 20167?
»Massive coordinated attacks = monitoring & protection!

- Virtualization Vulnerabilities & transient execution attacks
»New emerging threat — Spectre & Meltdown: just the begin!
»Not yet a convincing solution

Further technical details in 5G Italy 5G Security & Privacy book chapter
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Thank you! Q&A?



